Ehime University Information Security Guidelines

_1 Security Update

Be sure to update your PC or smart device OS and software on a regular basis and use the latest version at all times.

Please follow
the guidlines

_2 Virus Countermeasures

Make sure to install antivirus software and keep its virus definition files updated.

3 E-mall

Mascot character of Ehime University "Emica”

Be careful with Targeted Attack Mail and do not open any attachment files or click URL links from unknown sources.

4 Password

Use a hard-to-guess password with a combination of alphabetical characters, numbers and symbols, do not give it to anybody
else. Do not use the same password for various Internet services. When there is a pre-set password, change it to one you make.

_5 File Exchange

Do not use P2P software for file sharing that could cause information leakage from your PC.

_6 Backup

Make it a rule to back up data on a regular basis so you can prevent important information from disappearing due to
malfunction or mechanical trouble.

Do not leave critical information unattended on the top of your desk. Do not take devices or USB memory sticks that
include critical data, such as personal information, out of the university.

8 Disposal of Information

Shred important documents. When disposing of a PC or a storage medium, you need to use data erasure software

or hire a contractor for its erasure.

WA

0 { If you find something strange...]

0

1. Disconnect your PC from the campus network
2. Contact the Center for Information Technology at ext. 8803 (in Japanese)

(Contact Us) Center for Information Technology, Ehime University

URL : https://www.cite.ehime-u.ac.jp/ E-mail : center@dpc.ehime-u.ac.jp EHIME UNIVERSI"I’Y

Phone : +81 89-927-8803






